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Introduction to thegéBPgecu rity Archi

* 5G Security Architecture (simplified)

* 5G Radio Bearers, Signaling and User Data

* 5G Radio Bearers, Signaling and User Data

* 5G Security Algorithms

* 5G Key Hierarchy, Key Derivation, and Distribution Scheme

* 5G UE Authentication Procedure (5G AKA)
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5G Security Architecture (simplified)

* Different security domains and strata are defined:
= User Domain Security

Network Access Security

Network Domain Security

Software Based Architecture SBA Domain Security

Application Domain Security

Application Provider

"D VouTube < Application Domain Security » Google |

e EEaima i o . - o . m .

Application
Stratum

Interconnection

M Network Access
. network
Security _ Network Access  Network Access Security Envﬁg?;ent Home Stratum/
User Domain : “ecurity ~/ Serving \\Network Domain Security Serving Stratum
Security - Network Access Network SBA Domain Security

>

Network Domain Transport
........................................... ~ security © Stratum

m gNB SGCN (SN) [adapted from 3GPP TS 33.501] SGCN (HE)

Security
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5G Radio Bearers, Sighalling and User Data

« Communication between the UE and the access network has always relied on logical
channels
* Starting from LTE 4G, these channels are clearly distinguished and categorized as

follows:
= Signalling Radio Bearers SRBs used exclusively for control plane signalling

= Data Radio Bearers DRBs used for user plane data

Signaling Radio Bearer (SRB)

Authentication, mobility mgmt., etc. ),

oo Protected Tunnel

--------- NR-Uu interface (RAN interface)------- >@ 5G Core
%—e)voice, video, Internet traffic, etc.f' ) Network

Data Radio Bearer (DRB)

-------------

Protected  Tunnel

UE gNB
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The 5G Architecture

Microservices / Cloud-native Architecture

* 5G Interfaces . Management Managemont N Seleetion e
= N1: control plane signaling Repository juthentication | Application TUEEEN - Exposure
= N2: control plane signaling
= N3: user plane data
= N4: control plane signaling
= N6: user plane data
= Nxxx: control plane signaling

Policy Control

1 ) (

oo mmm e ] S e N N NN S BN S S S e S SN N SN NN SN NN SN NN SN NN SN NN SN BN SN BN S S S S
e NN NN NN N BN BN BN BN BN BN BN BN BN BN BN BN NN NN NN BN BN BN BN BN BN BN BN BN BN S

SIM Management ‘ Function
Function Unifi id D
card D N2 nified Data

. = Storage Function xternal

InClUdeS IMSI = = N3 o:{:?}:’ N6 kNetworkS
User Plane
Function /
N o N N N N A N NN N N N NN N NN B N NN NN N N N NN NN N NN N N N N N N N M S -
e R = T >

User Radio Access Core External

Equipment Network Network Networks

RAN
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5G Security Algorithms

e Both NEA and NIA are used to secure communications over the SRBs and DRBs

= NEA - Encryption Algorithm for 5G
= NIA - Integrity Algorithm for 5G

m Security Operation Performed by:

BT Null encryption

Not applicable
SNOW 3G *note: used for

E ti
neryption backward compatibi lity*
m Encryption AES
m Encryption ZUC
No integrity protection Not applicable

SNOW 3G *note: used or backward
compatibility*

AES-CMAC Cipher-based Message
Authentication Code

Integrity Protection
Integrity Protection

Integrity Protection ZUC

Used Before or
Purpose After Security
Activation?

S1::00 RRC messages! Before None
RRC
messages & After
NAS messages
NAS me§s§ges After Authentication,
only optimized Confidentiality and Integrit
RRC messages for y gnty
secondary gNB After

Security Services Provided

optional

T SRBO is specifically used for transmitting initial RRC messages before a
security context has been established. Security procedures, such as the
Security Mode Command and its corresponding response, are carried out over
SRBO.

= With the exception for SRBO, all SRBs must use encryption and integrity protection

= DRBs, on the other hand, have some flexibility, where the network might opt for NEAO

=
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9G Key Hierarchy, Key Derivation, and Distribution Scheme

Root of Trust Key

0 ¢hli€ Confidentiality and Integrity keys
Kausr Home Environment Anchor Key

Serving Environment Anchor Key

NAS Anchor Key

KseaF
Kamr
CNNSie - NAS Encryption Key

NAS Integrity Key
RAN Key

KNasint
Keng

\Ceae . RRC Encryption Key

(. RRC Integrity Key

(e | User Plane Encryption Key

Kupint User Plane Integrity Key

AMF: Anchor and Mobility Function

ARPF: Authentication credential Repository and
Processing Function

AUSF: Authentication Server Function

SEAF: Security Anchor Function

UDM: Unified Data Management
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KRRECen \

- Krreint |
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| KRRCenc‘ L
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Visited Network / Serving Network |

( SEAF

‘. KNASint

SEAF
~ T /\3GPPTS35501

KNASenc

~ Home Public Land Mobile Network
([ ARPF |

)|
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are generated |

J Milenage algorithm
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5G UE Authentication Procedure (5G AKA)

rUSIM \ ~ Visited Network / Serving Network ' Home Public Land Mobile Network
i i 1 (me ) (SEAF || (ARPF |
* Primary Authentication [ e | [ gns : [ awr | [ ausr | _uow |
---172.16.02- - - - - - - - - - - 172.31.0.1 - - - - - - - - - - - - f72eones - ------ - - f72enonss- ----------- 172.31.0.137;
1 1 . [RRC/NAS] Registration Request . .
o Regl stration Req uest oSUCI, UE Sec. Capabilities(NEAMNIA) {S{TCGI,AE:EN;;S;. F:;Z?,I:E:,ZZ ;‘;‘Aﬁ;}} [HTTP/2] UEAuth._Auth. Request

") {SUCl or SUPI, SN name}

® UEAuthentication_Authenticate Request  AUSF verifies ifthe SN name is authorized |

e [HTTP/2) UEAuth._Get Request
-4 {SUCI or SUPI, SN name}

® UEAuthentication_Get Request T pm—

. » UDM/ARPF selects

. authentication method
i i . (5G AKAor EAPAKA)

® UEAuthentication_Get Response S i
{SUPL, RAND, AUTN, XRES", Kyer

. . . |+ AUSF stores XRES*/SUPI v
© UEAuthentication_Authenticate Response AUSF computes: | sGHEAV
. -HXRES" (from XRES")
| Kaew i
. o ' ’ @
@ NAS Authentication Req uest o [HTTP/2] UEAuth._Auth. Response 3
UE validates . IRRC/NAS] Authentication Request . NGATINAS] Authéntication Req“esb '5G SE AV = (RAND, AUTN, HXRES") (5] g
. . AUTN {RAND, AUTN} {RAND, AUTN, ngkS} =% a
@ NAS Authentication Response T e -- ©SEAF sors HXRES :
+USIM computes and returns : §
g g . RES.?IS.&(_ (fromOK_and RAND) %
© UEAuthentication_Authenticate Request e e g
*ME computes: <
- RES® (from RES) 2
© UEAuthentication_ResultConfirmation Request K and £
- Kawe Kuasene Kinasint
@ UEAuthentication_Authenticate Response @ FRCINAS] Autvnicaton Response 15 Authenicaton Response
{RES") REST
1 1 1 1 *SEAF computes HRES* (from RES*) |
@ UEAuthentication_ResultConfirmation Response e o
[HTTP/2] UEAuth. Auth. Request
(8 {RES") i
|+ AUSF verifies if 5G SE AV has expired
* AUSF compares RES* with XRES* |
[HTTP/2] UEAuth._Auth. Response =) [HTTP/2] UEAuth._ResultConf. Request »
{Auth.Result Succ;ss, SUPT, Kegnr XTI {Authentication Result: Success, SUPI}
CAMF s 1 &= ‘UDMstores UE |
K Kusson Kusis K _ authenticaton status
. . Lo &= o= &= HTTP/2] UEAuth._ResultConf. Response ®
Continuesonnextslide ... ... ... ... .. ... ... ... ... * {Authontiation Rosult Success) !
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5G UE Authentication Procedure (5G AKA

* NAS Security Context

@ NAS Security Mode Command

@® NAS Security Mode Complete

* AS Security Context

@ Initial Context Setup Request

@ Initial Context Setup Response
(M AS Security Mode Command
@ AS security mode complete

(usim )

Visited Network / Serving Network

[ ME | SEAF ||
|_gNB :
- - -[2AlEIEe - - - - - ----- -] ey - - - --------.- 172.31.0.132. . .

[RRC/NAS] NAS Sec. Mode Comman

' AMF activates |
| Integrity protection |
[NGAP/NAS] NAS Sec. Mode Command®

:(UE Sec. Cap., Sel. NEA/NIA, ngKSI}

Protected by [XW.
i [ o=

=UE verifies if the UE sec. capabilities match

*UE uses Kyasi to verify msg. integrityfauthenticitﬁ

'*UE activates UL ciphering ‘

'*UE activates DL deciphering

*UE activates integrity protection |
[RRC/NAS] NAS Security Mode Complete

{UE Sec. Cap., NEA, NIA, ngKSI}

Protected by [ e
[

'* AMF activates NAS |
| UL deciphering |

[INGAP/NAS] NAS Security Mode Complete

[{Unitial NAS W

Protected by[[d

&=

;-gNB stores Kowg

| =

1*gNB computes Krreene Kracin Kupene Kupi

| > = O
@[NGAP/NAS} Initial Context Setup Response

* gNB activates
Integrity protection

[RRC/NAS] AS Sec. Mode Command@

- {NEA, NIA} |

Protected by [ * gNB activates
AfmenRRC DL ciphering

|*UE computes Ko and Kescin

|

1*UE uses Kepein to verify msg. integrity/authenticity
|+ UE computes Kracane » Kupene and  Kupint ‘
| = O =

E-UE configures lower layers to use NEA/NIA as
| selected.

[RRC/NAS] AS Security Mode Complete

{initial NAS Message).

Protoctod by LW
(o= [

| AMF activates NAS |
| DL ciphering |

[NGAP/NAS] Initial Context Setup Request

"~ {UE Sec. Cap,, QUAML K&Ns}

u  {SecurityModeComplete-IEsf|

Protected by [LEH—_gT -
- P

* UE activates

| RRC UL ciphering '+ gNB activates
I . RRC UL deciphering |

Home Public Land Mobile Network N
ARPF |

—

-------- 172.31.0.138 - - - - - - - - - - - -172.31.0.137:

Establishes the

NAS security context
between the UE and
the AMF

Establishes the

AS security context
between the UE and
the gNB
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