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Fake Base Stations 
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Legitimate Base Station

Fake Base Station

Are we connecting to a 

Legitimate Base Station?



Fake Base Stations and Multi-Step Attacks
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service
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Motivation
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Motivation
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A Persistent Problem Billions of unprotected device Impracticality and high cost of 
existing detection mechanisms



Solution – Goals?
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Protect all the existing 
and new devices

No change
 in protocol

No additional hardware

Minimal Overhead Supports Roaming 



Challenges
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Dataset availability and quality Incorporating surrounding context Learning MSA Characteristics

Combining Predictions Real Time Detection



FBSDetector-POWDER
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Capabilities leveraged:

• Platform for Open Wireless Data-drive Experimental Research 

(POWDER)

• City-scale remote accessible large testbed by NSF

• Provides the capability to deploy FBS and attacks in real devices with 

actual packets following ethical guidelines 

• Provides the capability to test mobility and signal overlapping 

(a) Radio and antenna array; (b) Hub; © 2x2 Transceiver and antenna; (d) Transceiver chain
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FBSDetector-Dataset Generation

Mobility

Legitimate Base Station Fake Base Station

Attacker Level Multi-step attacks



Challenges
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Dataset availability and quality Incorporating surrounding context Learning MSA Characteristics

Combining Predictions Real Time Detection
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Packet Level Classification Trace Level Classification

FBSDetector-FBS Detection

Statefulness

Attention Mechanism
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FBS Detection – Packet Level Classification
Start

Input

Stateful LSTM Attention

Dense Layer

Output Layer

Output

Advantages/ Strength:

• Classifies each packet individually

• Taking the context it was sent into consideration

• Statefulness models long-term dependencies 

• that span across sequences

• Attention mechanism focuses on the parts of each 

sequence 

• that affect the classification outcome the most
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FBS Detection – Trace Level Classification

Advantages/ Strength:

• Classifies the whole labeled trace from 

packet level classification

• Examines the order of packets and

• sequence patterns 

• to discern characteristics indicative of 

FBS

Binary 
Classifier

Fake Base Station

Legitimate 
Base Station

Labeled 
Packets

Unknown
 Base Station



Challenges
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Dataset availability and quality Incorporating surrounding context Learning MSA Characteristics

Combining Predictions Real Time Detection
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FBSDetector-MSA Recognition

Packet flow graph

Graph Neural Network

Packets

Packet Graph after 
Edge classification
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FBSDetector-MSA Recognition Example
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FBSDetector-Overall Solution
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Overview of our end to end solution to detect FBSes and MSAs



RQ1: FBS and MSA Detection Accuracy
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Acc vs seq length

                   

                         

                         

                              

                               

                 

FBS Packet Classification Accuracy MSA Packet Classification Accuracy



RQ2: Overhead Analysis
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Power Consumption Memory Consumption Time Consumption Memory and CPU usage 

by the mobile app



RQ3: Real world Validation
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RQ4: Unseen and Reshaped Attack Evaluation
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RQ4: Unseen and Reshaped Attack Evaluation
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FBSDetector (Demo)
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Summary and Impact of FBSDetector

FBSDetector- a framework to detect FBSes and 

MSAs from network traces using ML

The first-ever large real-world FBS and MSA datasets

FBSDetector is deployed as a real-world solution and 

significantly improves the performance of detection

24
https://fbsdetector.github.io/

Our team is working with a company to deploy a version 

of the solution to core networks

Thanks, and Questions?
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