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Fake Base Stations and Multi-Step Attacks
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Motivation
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Motivation
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A Persistent Problem Billions of unprotected device Impracticality and high cost of
existing detection mechanisms




Solution — Goals?
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(a) Radio and antenna array; (b) Hub; © 2x2 Transceiver and antenna; (d) Transceiver chain

Capabilities leveraged:

» Platform for Open Wireless Data-drive Experimental Research
(POWDER)

City-scale remote accessible large testbed by NSF

Provides the capability to deploy FBS and attacks in real devices with
actual packets following ethical guidelines

Provides the capability to test mobility and signal overlapping =



FBSDetector-Dataset Generation
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Challenges
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FBSDetector-FBS Detection
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FBS Detection — Packet Level Classification
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FBS Detection — Trace Level Classification
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FBSDetector-MSA Recognition
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FBSDetector-MSA Recognition Example

%
|

I
BS

AttachRequest

—

— @
— 9

—_—9

CN

A A

|dentityRequest - Response

SecModeCGom - Complete

<«

Attach Accept - Complete

»

<«

Systeminfo
RRCGonRequest
_RRCCGonSetup

L RRCConComp '

) TrackingAreaUpdateRequest
TrackingArealilpdateReject

(not in’regrjii’ry-pro’rec’red
and unencrypted)

|
I
|
} AuthRequest - Response
i
|
|
|
[

>

J

Att
Req

Att
Acc

Att
Cmp

TAU
Req

TAU
Acc

—>

Iden
—»>

Req

SM
Cmp

Det
Req

TAU
Rej

TAU
Cmp

Iden
Resp

SM
Cmd

Auth
.

Req

Auth
Resp

16



FBSDetector-Overall Solution
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Accuracy
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RQ1: FBS and MSA Detection Accuracy
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RQ3: Real world Validation
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RQ4: Unseen and Reshaped Attack Evaluation

Actual
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RQ4: Unseen and Reshaped Attack Evaluation

Cross Validation for Unseen Attack Detection (Percentages)
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ksmubasshir@Thinkp

rsepc epc.conf

Fake CN il

c$ sudo ./s

FBSDetector (Demo)

M ksmubasshir@ThinkPad-T400: ~/Documents/Projects/SRSRA...
ksmubasshir@ThinkPad-T480:
rsenb enb.conf f|

Software Radlo Systems EPC

Reading configuration file epc.conf...
HSS Inltlalized.

MHME S11 Inttlallzed

MME GTP-C Inttiallzed

MME Inltialized. MCC: Oxf0O1, MNC: Oxffo1
SPGW GTP-U Initlalized.

SPGW S11 Inttiallzed.

Ef-cu Inttilalized.




Summary and Impact of FBSDetector

FBSDetector- a framework to detect FBSes and
MSAs from network traces using ML

The first-ever large real-world FBS and MSA datasets |

Thanks, and Questions?

Our team is working with a company to deploy a version
of the solution to core networks

https: / /fbsdetector.github.io/ :
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