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OAIBOXTM: Let’s setup a 5G test network with OAIBOXTM

* Today’s setup

4 USB RF
°°°°°° .. combiner
- : ) L, ESEs. 1} 2
Dashboard OAIBOX™ MAX AN Nl B210
20MHz SISO or MIMO 2x2

40MHz SISO

* OAIBOX™ website: [alifo R/ F-11s1o) &eloln0
* 5G LAB Manual: {glafefsi/{ex:=11e]e)Kelol g VisTe
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AIBOX™: The 5G Lab Manual
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5G LAB MANUAL

Learn or Improve Your 5G Skills

OAIBOX™ 5G LAB Manual

E ./

Downloads: 2,268 (v31) DOWNLOAD THE OAIBOX™ 5G LAB
MANUAL TO GET INSPIRED

THE OAIBOX™ 5G LAB MANUAL IS THE OAIBOX™ COMPANION
DOCUMENT THAT PROVIDES STEP-BY-STEP 5G LAB EXERCISES * New 56 NR Security Lab + other updates*

TO BE REPLICATED BY STUDENTS AND RESEARCHERS.
Your name (optional)

, Understand how different 5G NR Air Interface configurations affect end-to-end OA'BOXTM 5G LAB Ma n ual

connectivitY Your organization/company (optional)

= Understand the 5G protocol stack, RAN and CN through deep packet inspection This is a living document. Updates will be published online
Your e-mail address (required) 7
= Understand the 3GPP standard in a real over-the-air environment

= Understand how to change the open-source OAIl code base to implement and OAIBOX™ Product Disclaimer

test advanced wireless algorithms Preface
Acronyms
Thank you'fm supporting us in acquiring the QAHSOXW and for providing valuable By clicking énth’edownload mrms ou Contents
feedback. This motivates us to invest further in new features and training material. “w:(::::"t‘v’;:z:‘i?::yq::nu&‘ﬂ“ Ssing the 0 Introduction

link provided at the end of the newsletter

1 LAB-1: Changing the 5G NR bandwidth

2 LAB-2: Changing the 5G NR central frequency carrier
PREFACE 3 LAB-3: Changing the 5G NR TDD slot configuration

4 LAB-4: Testing the FDD mode

5 LAB-5: Changing the 5G NR Modulation and Coding Scheme
6 LAB-6: Changing the 5G BWP configuration

7 LAB-7: Testing the 5G NR RACH

8 LAB-8: Testing 5G NR MIMO configurations

9 LAB-9: Testing the 5G NR LDPC in Uplink

10 LAB-10: Understanding 5G NR with Deep Packet Inspection
11 LAB-11: Understanding 5G NR Security

12 LAB-12: Testing 5G Network Slicing Using an xApp
References

Allbesmart, all rights reserved | llbesmart.pt | 56 Lab Manual version [v2025-11-10]
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The 5G Architecture

Microservices / Cloud-native Architecture

5G Interfaces Unified Data Unified Data Network Slice

. . TR Management Management Selection Network
— N1: control plane S!gnal!ng Repository Authentication Application Functlon Exposure
— N2: control plane signaling EiHGHOR  Server Function | Function EURCHOR
— N3: user plane data NRF

— N4: control plane signaling
— N6: user plane data
— Nxxx: control plane signaling

Access and Mobility

Radio Bearers Management Function

o ] - -

- N1
E Session ' Policy Control
SIM 8 )) ( Management Function
= : Function | ...
N2 Unified Data
C?rd = Storage Function xternal
(includes IMSI) = N3 :@ NG \_ Networks
User Plane
Function /
i i i i i i i i i i i i i i i i i i i i i i -
R e e >
User Radio Access ﬁ: Core External
Equipment Network ra Network Networks

RAN OAIBOX"
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The 4G Radio Access Network (RAN)

e Connects UEs to the ‘base station’

* Located at the edge of the network ¢ .y

 Meames wiEless i eseness = |In 5G the ‘base station’ is called gNode-B (gNB)

" Provides coverage to mobile devices = multiple devices connected to each gNB
(UEs) inits cell

+ oordinates device authentication with * Many different possible frequencies bands,
other elements

= Coordinates with neighbour base stations = multiple channels in each band
fo optimize radio use i = popular 4G bands: 600, 700, 850, 1500, 1700, 1900,

UpStia | 2100, 2600, 3500 MHz

(Uptink) (¢ = popular TDD 5G bands : 2496-2690MHz (n41),

3300-4200MHz (n77), 3300-3800MHz (n78)

= popular FDD 5G bands: 703-803MHz (n28),
1800MHz (n3), 2100MHz (n1)

= separate upstream and downstream channels

SIM@ > 2| Downstream
card o o (Downlink

(includes IMS|) (===

‘Base station’

--------------------------- * Sharing radio channel among users:

User Radio Access
Equipment Network = OFDM: Orthogonal Frequency Division Multiplexing
e combination of FDM, TDM

/K(_-: ™ m
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Spectrum allocation

* Figure shows spectrum
allocation for USA

RADIO SERVICES COLOR LEGEND

AERONALITHIAL Non-Federsl Travelers Informanon Stanons (T15), & Mobils servics, Are Authortzed in the S35-170% kilx band. Federsl TIS operates st 1610 kits.
-,,mm_IZ l:lmm-mm I:Immnmwr 300 kHz A . L - _— - 3 Mz
= 2 8 3z = 28 1 soua Ei 1 2D 8 == LL 28 BB8x; 8323 242333 LR E'E 23333 a8 3 =0:B38 Rfa3Eel3333323220233300000858 83388 2201 2
AEROHALUTICAL RADIODETERMINATION
MOBILE SATELLITE - LAND MOBELE SATELLITE

- AERDWAUTICAL |:| LAND MOBILE |:| RATHOLOCATICN
RADICMAVIGEATIN SATELLITE
-I.M'ATE[I'I I:Immm -unmmmsm_r_n's
MARTTIME MOBILE
[ o s [ mgrenss [ v
- EROADCASTING - MARITIME l:l RADMMAVIGATHR SATELLITE
RADICR AVIGATION
i A E3 $33 93353 @3eiieces @ i f 3 F F ¥ SEEEirEEdidgHidfziid id 3 AAAARGG E33EA R dII3I 93 EEEFiAaEd if FOAEAAAARA SR O RS ¥ § 3
= g =
HROADCASTING g
B o= [ <« [l : = “Q =
B 2 H ] g EHE
: 3
|
i B L EE -
EARTH EXFLORATION METEOROLOGHCAL =
B s Il | g =] o
iE i |. EI
STRMDARD FREQUENCY o
I~ [ oonz Rest o
*' |
STANDARD FREQUENCY AND i
-F:rmsum_mz -umn.zxumn'z px 1 [ssacae FIE
= g T [ =l H§§§
-Fm:l.um.l.m - FEDERALNOK-FEDERAL SHARED Hz
a3 3338 2 2 3223z 3
= | @EEEEE

- . 3 332 EE;EE EEEE; agh s s 33 !EEE 2933 ¥ =
e il & @ﬂﬂ =
AILOCATION USAGE DESIGNATION I @ i HEEE =

- PR ——— an - 2702 samm 30 MHz
58§ § LR § 332 3

[ war |5 | i |
1
.

2 65 % F i34 W % 3 @ FFoaoE & H 3% 3 FEs
l E ! éé = lﬂ Iﬂ I
| = | i

=
AoFEf : i ﬂ U]EIIEIEH I ﬂ
H=EE
T EBEE E X ﬂ====.n BHC = =I. e IEE II [Hl l
Seocndary Mohile 122 Cita] with bywes case etiers 30GHz I [ e mas s

/ﬁ—? TM m
OAIBOX aproduct of allbesmart



The 4G RAN: OFDM Time Division & Physical Resource Blocks

* 4G Physical Resource Block (PRB): block of 7 x 12 = 84 Resource Elements

= unit of transmission scheduling

7 OFDM symbols (0.5 ms)

< »

} (In 4G, the subcarrier
spacing is fixed)

1 G-QAM [wikipedia.org | author: GB PW]

L Q

0000 0-'1(_';0 1"169 1000 Amp Phase Data

12 Subcarrier frequencies

0001 0101 1101 iodll

0.23 0.47 0.71

0011 0111 | 1111 1011

Time to transmit one OFDM symbol Resource Element (RE) ® ® o ®
(on subcarrier frequency) (1 QAM modulation symbol) 0010 0110 | 1110 1010

/ﬁ—? TM m
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The 4G RAN: OFDM Time Division & Physical Resource Blocks

* 4G Physical Resource Block (PRB): block of 7 x 12 = 84 Resource Elements

= unit of transmission scheduling

7 OFDM symbols (0.5 ms)

< »

[adapted from Keysight

v
g 256-QAM Sowmya Rao, Santosh Pal
5 SO0 0CDDOOSODOaD
g Yt o ) 0 00 0 ] DY
) Illgll.l.l.‘..s..l
= 00000000000 VO0 D
o SQoDOoOOOoDDODOSLOaao
= G..llllll.l...:l
: :lﬂ:::::::::: o
o)
A ) ......O'..'.'i
~ ...--..-.-....:-
\ CoO000C0oOD0aCODagS
! .':.-.'II...II-.
) gl.l.l.ll?.l
Time to transmit one OFDM symbol Resource Element (RE) 00 ......t. 0o
. . () w N wl L L S w0 el ) )
(on subcarrier frequency) (1 QAM modulation symbol) SoOD00CDDOCODDOOS
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The 5G RAN: OFDM Time Division & Physical Resource Blocks

 5G Physical Resource Block (PRB): block of 14 x 12 =168 Resource Elements

= unit of transmission scheduling

Time domain Considering a subcarrier spacing of 30 kHz Time domain
1 slot = 14 symbols (0.5 ms) 1 slot = 14 symbols (0.5 ms)

N < N
§ 2 3 10 11 12 13 14 10 11 12 13 14 § 2 9 10 11 12 13 14
I o[ [0 [oc[oc oo oot ot oo 1 [ S SN A 2 . IIIIIII
SRR 0| o oo o foujoufoufou] oo v v o u B oo oo B o] R oc | focojoc] | | | [ufu] |
. O oooooono oo Ooon Oooo OO .0 © COCHEEE COM
<
TR - | (o[> o/~ [ o[ [ | almmm Ooon ooN -
SR o o[ rm S $i|B
TN OE (&) ol (&)
>T | - O DL | DL | DL 6 uL UL UL UL (S 2T |50
O O
SV =y = = S o
| SHEEEE B 2 e
o= UE
:f |- ENOC SO e slﬂﬂﬂMIﬂMEﬂlﬂMI 55 |-
© w o
S O o[ o oo oo oo [ oo SRR oo [ oo oo [ o o] [
()
SR 0| [0 [0 [0 o oo focfo] oo : IIII Mk l
~— -
PRI 0| [0 |0 [on o foufoufocfou] oo g (v oo o oo o B o NE IIIIIII
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G B 0| |0 oo o oo oufou] Jofou : IIII 2 v ANEEEREEENONE
h =
{ subtitle poccH [ roscH [lIDMRs { subtitle [JjruccH [ PoscH [lIDMRs {subtite [/PpoccH ] iPoscH  [lIoMRs
DMRS - Demodulation Reference Signal Maximum number of Resource Blocks used for transmission Subcarrier spacing for 5G:
:ggg: —Fi?:ys.lcallDDownll.lnII:gr:)ntrglé)hhannel[ Ba[”l\f:m?th 5 10 15|]20]25 30]40 |50 60 70 8 90| 100 Af=15/30/60 kHz (FR1)
- Physical Downlin are anne _
Ngs 11 24 38|51|65 78|106 | 133 162 189 217 245|273 Af =60/120/240 kHz (FR2)

PUCCH - Physical Uplink Control Channel
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The 5G RAN: TDD

Uplink-Downlink Configuration rrs272(0oMHz .

PRB 105 (40MHz)

. PRB Time Duration PRB 50 (20MHz)
* Example of transmission 1/0.5/0.25/0.125/0.0625 ms
scheduling (3 UEs) " oeppEooooEEEn scs

nUl
§ 15/30/60/120/240 kH
= Note: some REs/ Symbols are z

unavailable for user data
because they are reserved for
essential physical signals and

control channels Downlink

slot
* Figure shows the following

TDD slot configuration

- EER ¥

Flexible
slot

Uplink
slot

. S
OAIBOX" aproduct of allbesmart
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Frequency
(X PRBs x 12 SCs x Y SCS kHz)



The 5G RAN: TDD 2.5ms
Uplink-Downlink Configuration rrs272(0oMHz .

PRB 105 (40MHz)

Downlink calculation for 20MHz: PRB Time Duration PRB 50 (20MHz)

* Total REs in one [ELL PRB: 1/0.5/0.25/0.125/0.0625 ms
= 11x12=132 REs — ‘

» Total REsin one [§ PRB:
= 4x12=48 REs

* Number of PRBs for 20MHz

»
|

o [ oo o ’i SCS
| BROOOOaeeaeeE . 15/30/60/120/240 kHz

= 51 PRBs
» Number of [8] and[Fslots per
TDD period Downlink UE3
= 3[B)slots and 1[Fslot slot
* Total number of REs per
TDD period Flexible UE3
= (132x3+48x1)x51=22,644 REs 8 slot

C
m
w

Cc
m
(4]

P
<

* Total number of REs per second

= 22,644 x1000/2.5=9,057,600 REs
* Number of bits per RE (MCS 27)

= 8 bit with code rate 0.925
* Total DL throughput in bps

= 9,057,600x8x0.925=67,026,240.00
= ~67 Mbps

Frequency
(X PRBs x 12 SCs x Y SCS kHz)

. Uplink
slot

A
eeoe

PRB O
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The 5G RAN: TDD 2.5ms
Uplink-Downlink Configuration rrs272(0oMHz .

PRB 105 (40MHz)

Downlink calculation for 40MHz: PRB Time Duration PRB 50 (20MHz)

* Total REs in one [ELL PRB: 1/0.5/0.25/0.125/0.0625 ms
= 11x12=132 REs — ‘

» Total REsin one [§ PRB:
= 4x12=48 REs

* Number of PRBs for 20MHz

»
|

o [ oo o ’i SCS
| BROOOOaeeaeeE . 15/30/60/120/240 kHz

= 106 PRBs
» Number of [8] and[Fslots per
TDD period Downlink UE3
= 3[B)slots and 1[Fslot slot
* Total number of REs per
TDD period Flexible UE3
= (132x3+48x1)x 106 =47,064 REs 8 slot

C
m
w

Cc
m
(4]

P
<

* Total number of REs per second

= 47,064 x1000/2.5=18,825,600 REs
* Number of bits per RE (MCS 27)

= 8 bit with code rate 0.925
* Total DL throughput in bps

= 18,825,600 x 8 x0.925 = 139,309,440
= 139 Mbps

Frequency
(X PRBs x 12 SCs x Y SCS kHz)

. Uplink
slot

A
eeoe

PRB O
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The 5G Protocol Stack Poscesfows T

Mapping of QoS flow to DRB
* NAS: Non-Access (spap) |
B Stratum Mapping of QoS flow ID
UE side CN side i
_ b B —— » | NAS * NGAP: Next Generation | Sequence:umbeﬁng |
Application Layer NGAP ||GTP-U| | NGAP | | GTP-U Application Protocol |
Transport Layel’ SCTP UDP SCTP UDP . Header Compression
* GTP-U: GPRS Tunnellng (u-plane only)
INAS L IE P P P P Protocol |
RRC SDAP RRC SDAP \ntegrity Protection
....... ° . c-plane onl
E . PDCP PDCP SCTP: S.tre.am Control P l V)
5 & RLC RLC L2 L2 L2 L2 Transmission Protocol Ciphering
T~ MAC MAC * IP: Internet Protocol l
Physical Layer (L1) Physical Layer (L1) L1 L1 L1 L1 - SDAP: Service Data { Packet routing o duplcation | 2
A | —— o
Control User Control User Control User Control User Adaptation Protocol. | - $
Sequence numbering
Pla_~r\|~? Pla“'ne P'a[‘_?_‘__n ._F"”I_‘_ane ‘“__B_I__a_me Ple?ne Pl?ne * RRC: Radio Resource I §
‘ ' ) LN e i : Control RLC Segmentation & %)
~~~~~~~~~~~~~~~ Resegmentation f
L Uu interface _ : — « PDCP: Packet Data 5
----- N1 interface W - - - - - - - - Convergence Protocol Retransmission (ARQ) "Co;
SIM N2 and N3 CN ! - RLC: Radio Link S
card interfaces I o p Control Scheduling/Priority handling é
. 2309° )
(includes IMSI) 2 MAC: Medium Access . S
< UPF Control MAC Multiplexing §
<
User i g
EqUipment Retransmission (HARQ) §
I %]
E 4

To Physical Layer

/Kf; ™ m
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